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About Charles
1995-2002: Forward Deployed US Navy Hornet Avionics Tech

2002-2005 US Naval Postgraduate School Network Security 

Group Division Officer

sk3wl 0f r00t team member

2003-2008: InfoWorld Test Center 

Contributing Product Reviewer – Network and Information 

Security 

2005-2012 DoD Security, Data & Workflow Consultant

2012-2016: Consulting Security Architect for Lancope then 

Cisco Systems

2016 CTO & co-founder at WitFoo



• 1999-2007 – Plankowner
Electronics Technician for the USS 
Ronald Reagan, and forward 
deployed during Operation 
Enduring Freedom onboard the 
USS Theodore Roosevelt. Worked 
alongside Charles at the Naval 
Postgraduate School doing security 
automation.

• 2007-2010 - Studied Computer 
Science and Philosophy at the 
University of California, Santa Cruz.

• 2010-2016 - Frontend Engineer and 
Data Scientist for product 
recommendations startup, Baynote.

• 2016 – WitFoo Chief Data 
Researcher

About Ryan



Agenda

• WitFoo Project Scope Context

• DEVOPS Basics

• Automating DEVOPS

• Metrics Mechanics

• Metrics Usecases

• Q&A



Project Scope Context
What’s a WitFoo??

6



WitFoo Goals – Diagnostic SIEM

1. Investigators Understand Data

2. Supervisors Understand what Investigators need

3. Business Executives Understand what Security needs

4. Organizations hold Security Vendors Accountable

5. Organizations safely share threat information with each other

6. Organizations and Law Enforcement collaborate

7. Law Enforcement has evidence to prosecute crimes

Provide tools & data that improve the maturity of Cyber Security Operations



WitFoo Precinct Business Constraints

• Turn-key usability (no professional services or maintenance)

• “Always up” Architecture

• Secure Platform

• Deploy Software on-prem, cloud, hosted or hybrid

• Infinite data ingest, processing and retention

• Simple (single SKU) pricing



Metric Driven Philosophies

• Maximize Metrics

• Sustainable, Enduring Development

• Write Unit/System tests from learned lessons

• Reduce Risk in Experiments (Fail faster and safer)

• Validate assertions quickly (More Experiments)

• Precision in Decision Making

• Skip writing unnecessary tests

• Adjust platform on data results

• Reduce customer effort (& exhaustion)



DEVOPS Basics
Unit tests, System Tests, Code Coverage and other boring hygiene stuff
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WitFoo DEVOPS Components

Library.witfoo.com

Registry.witfoo.com

WitFoo 

Superintendent



Unit Tests



Code Coverage



System Tests



Static Application Security Testing



Vulnerability Scans / App Penetration



Automating DEVOPS
Blocking and Tackling of Builds
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Jenkins



Docker Containers



Custom(er) Builds



Metric Mechanics
Collection, Analyze and Alert
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Russian Doll of Metric Components

Cluster

Host/OS/VM

Docker

JVM

Code

Customer/Cluster Name

Node Name

Architecture Type (ESX, AWS, etc)

CPU, MEM, IOPS, Network, Error

Container Name

CPU, MEM, IOPS, Network, Error

Application Name

GC, MEM, CPU

Method/Function

Cycle Time

Counters

Human Interactions

Error



PHP Example



Creating Metrics

• Create JSON Object

• Include “Pivot” Elements

• Write to Broker
• New Relic

• Kafka/Superintendent

• Broker sends to cloud



Commercial APM Collection



New Relic

• OOTB Reporting

• Ready Drivers

• Ready Brokers



Custom Metric Collection Pipeline

Superintendent

Library



Kafka Detail

• Topics – Container for messages

• Consumer – Threads reading topic messages

• Producer – Threads writing topic messages



Process

• Write Metrics to Kafka

• Have a service read Kafka messages
• Buffer

• Compress

• Encrypt

• Ship to Cloud service
• Verify message

• Insert into database



Metric Usecases
Collection, Analyze and Alert
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Metrics and More Metrics



Error Catching

• Code Error

• Attacks

• Unexpected UX



System Performance

• DDOS

• Slow Hardware

• Unexpected Data



Docker Container Performance

• DDOS

• Slow Hardware

• Resource Overlap



JVM Health

• JVM Exploit

• High GC

• Low Resource



Logging

• 0day Attacks

• Bruteforce Attack

• Unexpected UI

• System Failures

• Fuel for new 
checks



Cycle Metrics

• Unexpected Data

• High Data Rates

• Low Resource



User Interaction

• Insider Threats

• Unexpected UX

• Confused User



Automate Metric Analysis
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Metric Driven Philosophies

• Maximize Metrics

• Sustainable, Enduring Development

• Write Unit/System tests from learned lessons

• Reduce Risk in Experiments (Fail faster and safer)

• Validate assertions quickly (More Experiments)

• Precision in Decision Making

• Skip writing unnecessary tests

• Adjust platform on data results

• Reduce customer effort (& exhaustion)
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