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WitFoo Goals — Diagnostic SIEM 00000

| Provide tools & data that improve the maturity of Cyber Security Operations | ¢ : : :
: 1. Investigators Understand Data :::
" 2. Supervisors Understand what Investigators need ::
o0 3. Business Executives Understand what Security needs o0
: : 4. Organizations hold Security Vendors Accountable - :
:: o > Organizations safely share threat information with each other X
®@®@® 6. Organizations and Law Enforcement collaborate

L0 i '
& ::‘ 7. Law Enforcement has evidence to prosecute crimes

©o000000

c0e0000000 o
°c 00000000000 - Secure360.org | #SEC360 S - C URE 3 6
c 000000000000 o - - _ »




c o 0000000000 ¢ - .
°c 0000000000 ¢ .
WitFoo Precinct Business Constrainfs eeeee s «

Tee
: * Turn-key usability (no professional services or maintenance) :::
: e “Always up” Architecture o0
° * Secure Platform g
o0 o0
oo * Deploy Software on-prem, cloud, hosted or hybrid e

o

:: * Infinite data ingest, processing and retention o
@08 . Sinmple (single SKU) pricin .
ob s ple (sing ) pricing
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Metric Driven Philosophies -+ PP

* Maximize Metrics Dee
e Sustainable, Enduring Development :::
e Write Unit/System tests from learned lessons Y
e Reduce Risk in Experiments (Fail faster and safer) : :
* Validate assertions quickly (More Experiments) o0
* Precision in Decision Making :
 Skip writing unnecessary tests .

e Adjust platform on data results

e ® ®@® ° Reduce customer effort (& exhaustion)
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:. DEVOPS Basics .

@ @ @ Unit tests, System Tests, Code Coverage and other boring hygiene stuff
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WitFoo DEVOPS Components ®00000.
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Unit Tests

00000000 ¢ . .
00000000 ¢
00000000
000000

Ipubli::. function testRegisterlUser() {
Sdata = arrayi

@ root@ie Sear/www/htrml/laravel

- bt | - | rF
T = FOOthe =10
° email' = 3 imm thewire .
— - - - r
® 1 rhems" = rk—thems
isplay_ > 'dar :
@ e s T
e

& L

Sresponse = Sthis->call ("FOST', 'register',Sdata):
. ‘ Sthis-rassercEquals | , Sresponse->status()):
Sresponse = Sthis->call ("GET', 'api/fusers'):
. ‘ Sthis-rassertEquals | , Sresponse-=statusi()):
. ‘ SZdata = Sresponse->getDatal)
Sthiz-rasscertEquals (1, count(fdata-rusers-ractiwve)):
. ‘ Suser = Sdata-rusers-ractive[0]:
Sthis-rassertEquals (' Jimmy McHulty', Suser->name) ;
. ‘ Sthiz-rassertEquals ("jimmyEchewire.com', Suser-»email) ;
Sthis-zassertEquals ('Local’, Saser—::-aath_type] g
. ‘ Sthis-rassertEquals ('dark-thems", E'JSEI—::-display_therr.e | -

. ‘ Sthis-rassercEquals | ,S'Aser—::-f'.lncti-:un_rule];
Sthiz-rassertEquals (1, Suser->data role);
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Total

O Console

0 Customs
° 0 Events

0 Exceptions
® 0 Hitp

0 Interfaces

0 Jobs

O Library

. 0 Listeners

0 Models

. 0 Policies

0 Providers

. 0 Repositories

0 Userphp

Code

Lines
42.73%
43.52%

9.09%
0.00%
10.20%
58.18%
100.00%
0.00%
14.02%
0.00%
7.18%
0.00%
96.10%
51.19%
100.00%
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Coverage

Code Coverage

Functions and Methods

6267 [ 14667 35.88% 4831346 19.41%
272 1625 53.21% 5817109 T.41%
2122 0.00% 0/1 0.00%
0716 0.00% 0’8 11.11%
5749 0.00% 0/2 0.00%
786 /1351 59.32% 1751 205 32.35%
o/o 100.00% o/o
0/89
424 13024 "34
0156 3 =y
L
14 1195
0/ 'E'E;
FEYNTA 3?
4690 / 9162
] 1
010 38 SUCCESS
a9 ‘error’ =
40 :' 3 4‘39} 3
41 1
42
43
44
45
456

Classes and Traits

if($request['amp_api server'] == '' || $request['amp_api key'] == "" ||
return $this-»respond(array(

$request|'amp_api_server'] = Formatter::prependHttps($request| amp_api serv
$connection status = AMPApi::getConnectionStatus(filter var(%request['amp_a
$status code = $connection status|'success'] === true ¢ 286 : 484,

return $this-»respond($connection status, $status code);

Secure360.org |

5817304
4154
0/1
1/9
0/1
22/68
/o

public function getConnection5tatus(Request $request){

=» false,

#SEC360

» "Missing the URL, key, or client ID'
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System Tests 000000

¥ Run system checks <ls .

Systems Test - 31m 33s bl v sudo php system_tests/system_checks.php <15 .

¥ Waiting for 20 minu + sudo php system_tests/system_checks.php .
. Artifacts correctly createdPHP Fatal error: Uncaught Exception: Expected 9 or more Leads; Got @ in /var/lib/jenkins/workspace/Precinct-Deckard testing/system tests/system_checks.php:17

» sleep 1200 Stack trace: .
. #0 {main}

» chmod +x system_te thrown in fvar/lib/jenkins/workspace/Precinct-Deckard testing/system tests/system checks.php on line 17 .
e script returned exit code 255

» sudo /bin/bash syst .
B ¥ Send Slack Message <1s

» Purge the data = .

» sudo php system_tests/purge.php '_.

» Send Syslog entries to Streamer .

» sudo /bin/bash system_tests/syslogMake.sh ®

¥ Wait 5 minutes for incidents to process ®

» sleep 300 .

» Run system checks

» sudo php system_tests/system_checks.php
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Q Analyze Results @ High 56
Vulnerability

Client_ DOM_XSS

Stored_XSS

® Medium 21
Vulnerability

Heap_Inspection
Client_Privacy_Violation
Use_of_Cryptographically_Weak PRNG

Privacy_Violation

L Low 96
Vulnerability

Unsafe_Use_Of_Target_blank

Unsafe_Use_Of_Target_blank

Divide_By_Zero

c 00000000000 . - -
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Files: (/ Code Lines:
1579 310700

50

40
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Vulnerability Scans / App Penetrat

Target and Filters

Web Applications (1) WitFoo Precinct 5.0
Status New, Active, Re-Opened
Detection Source Qualys, Burp, Bugcrowd

Security Risk Web Applications Vulnerabilities
Summary
| LOW | 1 3

Findings by Severity

22

[— BT

Lewel
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Sensitive Contents Information
Gathered
0 20

20
20 A—
15
16
14
12
10

8

i 1
2 0 0 0 ' 0
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1 Sensitive
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oo Automating DEVOPS

® @ @ B'ocking and Tackling of Builds
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Precinct-Deckard < 277 > ipeli Atifacts & S @@ 5 X

Branch: testing & @ 1h54m 32s
Commit: e8a73e8 @® 18 days ago Replayed #276

Unit Tests

Publish Release

Performance Test

Systems Test AppSec Test End

Compile

Docker Images

©

Code Coverage

Setup

Jenkins

Fl

pipeline { . . .
' agent any
stages {
{ [ 5 [ ' . .
stage ("Compile') {
i steps |

sh 'cp config files/laravel/var/www/html/laravel/.env ie/laravel/.env'
sh 'cp iEflaIave1fEnv_appliance_develupment.php ieflaravel/env.php'

sh 'cp config files/laravel/etc/apache2/sites-enabled/000-default.conf
ie/000-default.conf’

sh 'cp config files/laravel/etc/apacheZ/sites-enabled/100-api.conf
ie/l00-api.conf"’

dir('ie/laravel") {

sh 'Jusr/bin/compozer update’

sh 'Jusr/bin/composer install’

sh 'Jusr/bin/composer install --optimize-autoloader'

sh 'Jusr/bin/composer dump-autoload -o

¥
dir('ie/ngx") |
sh '"warn'
sh 'nmg build --prod’
¥
sh 'cp ie/ngx/.ntaccess ie/ngw/dist/’

}
stage ("Unit Test=z") {
when { not { branch 'perftesting"' } }
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Docker Containers

FECH ubuntu:xenial
LABEL maintainer "developers@witfoo.com"

* USER root

ENV DEBIAN FRONTEND noninteractive
. ENV INITED Ho
@ ENV PATH=SZPLTH: /usr/share/elasticsearch/bin

ENV NR INSTALL EEY=e3calOT7ea775cc3188f51b5125%afs5f8572db478
L ENV NR INSTALL SILENT=true

EUN apt-get update && apt-get install -y A\
crom
curl
apache2
libapache?
mysgl-clier
php-fpm % B
pﬁp php—cl i

@ roct@dev-charles: ~
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Custom(er) Builds

itFoo Precinct System Status

® 0

X

® O

( X

C Y X T
¢ U
000 -

o O

Build version Build-Deckard-jenkins-Precinct-Dec h‘.ar‘-'l 47

master

cassandra-maintenance

benson-dev

temp-ui

caprica

Fix replication

Every third-day repair maintenance (node-by-node rat... 2 hours ago

fix provider errors, remove closures, etc

fix provider errors, remove closures, etc

fixed prod build

-+ o 0000000000 0
* 02000000000
0000000

00000

oy

18 days ago

2 hours ago

3 hours ago

3 hours ago

® o
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oo Understanding Metrics
:::Collection, Analyze and Alert
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-« o o0 00060 o
"_index": "witfoo.metrics-202e.e5.05.00",

"_type": "doc”,

® . . . . "_id": "bedL4NEBQUPHXYFHUSES",
"_score": 1,
"_source": {

“ie_load_artifact_time": 4,
"host": "172.31.0.111",
“ie_load_cycle_time": 7689,

e ° ® i
Russian Doll of Metric Components . -

@

® 0
® <
( N )
@ O
. X X
e
000
o000
°o000000
00000000
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"ie_threathits": 652,
“ie_dismissed_leads": 113,
"ie_process_incidents": -1,
"ie_wrs": o,
C t CI t N “@version”: "1",
“ie_non_paged_memory": 1793.8996734619,
ustomer uster Name
"ie_active_incidents": 14,|
"recordingTimestamp”: "“2020-05-85T00:44:55.000Z",
“vmHos t! U —
»{:ﬁﬁﬁim : 2884.5078125, !
Node Name A
"ie_start": e.2,
H "headers":
Architecture Type (ESX, AWS, etc) ™l
“content_length": "94332",
“http_v ion": "HTTP/1.1"
CPU, MEM, IOPS, Network, Error “content_type": "application/Json’,
’ ’ ’ ’ "request_method": "POST",
° "http_host": “"logstash.local:seee",
Container Name e
))
CPU, MEM, IOPS, Network, Error e >
4 , , , ";:52;5: “192.168.210.211%,
A I. t- N "ie_incidents": 47329,
mosteps”: -1
pplication Name -1 user. comt=: 140,
"ie_edges": 3589,
GC M EM CPU “witFooApplianceID": "12335",
) ) "ie_retro_process_cycle_time": -1,
"ie_mosteps”: 964,
tivesets": 2
T i —
M th d F t' "J:.e_process_setmembers": 1,
" 1 t": 70
ethod/Function e
. “witFoonzne”: " I
Cycle Time e
"ie_setmembers”: 225,
des™: 20e37
CO U nte rS “;:;:gsgmp“: "ze;o-es-eswe:as:13.693:',
"metricEventName”: “"caprica_stats”,
M “ie_peak_real_memory": 3059.86640625
Human Interactions Do
“fields":
"recordingTimestamp”: [
E rror "2020-05-857T80:44:55.0007"
]

>
"@timestamp”: [
"2020-05-05T€0:45:13,603Z"




Commercial APM Collection

N

Php \

F¥Scala

=

/
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Custom Metric Collection Pipeline **cceess -

/ \ 000000

a
m|m»
-

elasticsearch

Library

| .
y¥slack oo
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00000000 ¢ - .
0000000000 ¢
00000000
000000

0
1200 TR e 0P WD 65797 S50 3309021 3,259,694

AW5 Coudwatch , from , " . Received from \ . . .
log raw Kafka log_raw from Fle l0g raw' g Record Polled from 'syslog raw’ Kafka Syslog Artifacts Aushed to ‘artifacts' Kafia
REST AP TR Sk G e foipe  WBeatsAgent  kaflainkFiushCount e i e

194111 2,105,779 2,102,935 214,463

UDP Socket Packets In Flow Records Flushed to 'network flows' Kafka Tapic  Flow Records Polled by Comms Processing  Network Comim Artifacts Flushed to ‘artifacts' Kafia Tapic

7.902GB
163168

927768

3,105,171 2,843,808

Artifacts Polled from ‘artifacts’ Kafka Topic  Artifacts Sent to Precinct 'bulk insert’ API

Stream Names Records
checkpoint_firewall 870,792
aws_vpe_flow_log 544,482
palo alto networks_pan-os 446,445
cisco_asa 432,153
apache_access_log 287,354
unknown 208,452

fortigate 188,549 .- /\ N

no_useful_info 76,634

T T T $
73200 173400 17:36:00 1738:00
3,256,812
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000000000 ¢ - .
0000000000 0
00000000

Error Catching

T T T T T T T T T T T T T T T T T T T T
07:50 07:55 08:00 08:05 08:15 08:20 08:25 08:30 08:35 08:40 07:50 07:55 08:00 08:05 08:15 08:20 08:25 08:30 08:35 08:40

Time » recordingTimestamp

October 29th 2019, 08:45:47.276 October 29th 2019, 08:45:4
4.000

October 29th 2019, 08:44:52.961 October 29th 2019, 08:44:4

4.000

October 29th 2019, 08:43:53.442 October 29th 2019, 08:43:4
3.000

* 0000000000
c 0000000000

organization

WitFoo as Custome
d

WitFoo as Custome
d

WitFoo as Custome
d

traceclass

SQLSTATE[42000]: Syntax error or access violation: 1064 You have an error in your SQ
L syntax; check the manual that corresponds to your MySQL server version for the rig
ht syntax to use near 'contains(threat) and a.id >= ? and a.id <= ? LIMIT 10000’ at line 2
(SQL: select a.id, clientlP, serverlP, clientHostname, serverHostname, userName, fileN
ame from artifacts a

where streamName = "palo alto networks_pan-os" AND tag contain
s(threat) and a.id >= :last and a.id <= :max_id LIMIT 10000;)

SQLSTATE[42000]: Syntax error or access violation: 1064 You have an error in your SQ
L syntax; check the manual that corresponds to your MySQL server version for the rig
ht syntax to use near 'contains(threat) and a.id >= ? and a.id <= ? LIMIT 10000’ at line 2
(SQL: select a.id, clientlP, serverlP, clientHostname, serverHostname, userName, fileN
ame from artifacts a

where streamName = "palo alto networks_pan-os" AND tag contain
s(threat) and a.id >= :last and a.id <= :max_id LIMIT 10000;)

SQLSTATE[42000]: Syntax error or access violation: 1064 You have an error in your SQ
L syntax; check the manual that corresponds to your MySQL server version for the rig
ht syntax to use near 'contains(threat) and a.id >= ? and a.id <= ? LIMIT 10000’ at line 2
(SQL: select a.id, clientlP, serverlP, clientHostname, serverHostname, userName, fileN
ame from artifacts a

where streamName = "palo alto networks_pan-os" AND tag contain

Secure360.org | #SEC360

file

Mvar/www/htmlslara
vel/vendor/laravel/f
ramework/src/lllum
inate/Database/Co
nnection.php

Mvar/www/htmlslara
vel/vendor/laravel/f
ramework/src/lllum
inate/Database/Co
nnection.php

Mvar/www/htmlslara
vel/vendor/laravel/f
ramework/src/lllum
inate/Database/Co
nnection.php

trace

#0 /var/www/html/laravel/vendor/laravel/framework/src/|
minate/Database/Connection.php(685): llluminate\Databg
\Connection->runQueryCallback('select a.id, cl...", Array, OH
ct(Closure))

#1 /ivar/www/html/laravel/vendor/laravel/framework/src/|
minate/Database/Connection.php(349): llluminate\Databg
\Connection->run('select a.id, cl...", Array, Object(Closure))

#0 /var/www/html/laravel/vendor/laravel/framework/src/|
minate/Database/Connection.php(685): llluminate\Databg
\Connection->runQueryCallback('select a.id, cl...", Array, OH
ct(Closure))

#1 /ivar/www/html/laravel/vendor/laravel/framework/src/|
minate/Database/Connection.php(349): llluminate\Databg
\Connection->run('select a.id, cl...", Array, Object(Closure))

#0 /var/www/html/laravel/vendor/laravel/framework/src/|
minate/Database/Connection.php(685): llluminate\Databg
\Connection->runQueryCallback('select a.id, cl...", Array, OH
ct(Closure))

#1 /ivar/www/html/laravel/vendor/laravel/framework/src/|
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System Performance *eee0ses

300%

user 159.397%
system 42.36%
nice 0%
irq 0%
softirg 6.767%
/"‘“_ iowait 32.367%
0% —

07:50:00 08:00:00 08:10:00 08:20:00 08:30:00 08:40:00 . 07:50:00 :00:00 08:10:00 08:20:00 08:30:00 08:40:00

per 30 seconds per 30 seconds

23.283GB
16.639GB reads 2.227B/s

18.626GB 1.989GB @ writes -5.19B/s

/ -- -~ = = r‘.vv-— -
EEmED 1.404GB

-200B/s

08:00:00 08:10:00 08:20:00 8:30:00 08:40:00 :50:0 8:00:00 08:10:00 08:20:0 08:30:0( 08:40:00
per 30 seconds

e 000000000 0 - Secure360.org | #SEC360
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o 00000000
Docker Container Performance 000000 o

14,000,000,000 —
12,000,000,000 —
10,000,000,000 -
8,000,000,000
6,000,000,000

4,000,000,000

2,000,000,000 4

T T T T T T
08:00 08:05 08:10 08:15 08:20 08:25

e 00O '.... ® 00 o Secure360.org | H#SEC360 S E C U R E 3 6
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» 000000000 - .
000000000 ¢

JVM Health 000000 0o

T T T T T T T T T T T T
08:39:00 08:41:00 08:43:00 08:47:00 08:51:00 08:39:00 08:41:00 08:43:00 08:45:00 08:47:00 08:49:00 08:51:00

80,000

40,000

20,000

T T T T T T T T T T T T T T
08:39:00 08:41:00 08:43:00 08:45:00 08:47:00 08:49:00 08:51:00 08:39:00 08:41:00 08:43:00 08:45:00 08:47:00 08:49:00 08:51:00
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00000000 - .

000000000 ¢ .

L . 00000000
Application is now live. . ‘ . .
Nothing to migrate. . . .

Sleeping 5s to allow all background processes to start.

==>» [fvar/log/apache2/error.log <== . . .

[Fri Oct 18 18:41:40.803584 2019] [ssl:warn] [pid 27] AHO1909: 172.31.38.7:443:0 server certificate does NOT include an ID which matches the server name ‘ . .
[Fri Oct 18 18:41:41.141566 2019] [ssl:warn] [pid 38] AHO1909: 172.31.38.7:443:0 server certificate does NOT include an ID which matches the server name

[Fri Oct 18 18:41:41.147414 2019] [mpm_prefork:notice] [pid 38] AH®®163: Apache/2.4.18 (Ubuntu) OpensSL/1.0.2g configured -- resuming normal operations . '

2019/10/18 20:58:20 [error] 34#34: *9075 connect() to unix:/var/run/php/php7.0-fpm.sock failed (11: Resource temporarily unavailable) while connecting to upstream, client: .38. . .
server: precinctapi.witfoo, request: "POST /api/artifacts bulk HTTP/1.1", upstream: "fastcgi://unix:/var/run/php/php7.e-fpm.sock:™, host: "precinctapi.witfoo:8686"

[Fri Oct 18 18:41:41.147451 2019] [core:notice] [pid 38] AHE©©94: Command line: "/usr/sbin/apache2’

==> /fvar/log/nginx/error.log <==

2019/16/18 20:58:21 [error] 34#34: *9077 connect() to unix:/var/run/php/php7.0-fpm.sock failed (11: Resource temporarily unavailable) while connecting to upstream, client: 172.31.38. . .
server: precinctapi.witfoo, request: "POST /api/artifacts_bulk HTTP/1.1", upstream: "fastcgi://unix:/var/run/php/php7.e-fpm.sock:™, host: "precinctapi.witfoo:808e"

2019/16/18 20:58:21 [error] 34#34: *9079 connect() to unix:/var/run/php/php7.0-fpm.sock failed (11: Resource temporarily unavailable) while connecting to upstream, client:
server: precinctapi.witfoo, request: "POST /api/artifacts bulk HTTP/1.1", upstream: "fastcgi://unix:/var/run/php/php7.e-fpm.sock:™, host: "precinctapi.witfoo:86e86"

2019/10/18 20:58:22 [error] 34#34: *9081 connect() to unix:/var/run/php/php7.e-fpm.sock failed (11: Resource temporarily unavailable) while connecting to upstream, client: 172.31.
server: precinctapi.witfoo, request: "POST /api/artifacts_bulk HTTP/1.1", upstream: "fastcgi://unix:/var/run/php/php7.e-fpm.sock:™, host: "precinctapi.witfoo:808e"

2019/16/18 20:58:22 [error] 34#34: *9083 connect() to unix:/var/run/php/php7.0-fpm.sock failed (11: Resource temporarily unavailable) while connecting to upstream, client:
server: precinctapi.witfoo, request: “POST /fapi/artifacts bulk HTTP/1.1", upstream: “fastcgi://unix:/var/run/php/php7.e-fpm.sock:™, host: “precinctapi.witfoo:8es8e"

2019/16/18 20:58:23 [error] 34#34: *9085 connect() to unix:/var/run/php/php7.0-fpm.sock failed (11: Resource temporarily unavailable) while connecting to upstream, client: 172.31.
server: precinctapi.witfoo, request: "POST /api/artifacts_bulk HTTP/1.1", upstream: "fastcgi://unix:/var/run/php/php7.e-fpm.sock:™, host: "precinctapi.witfoo:8e8e"

2019/16/18 20:58:27 [error] 32#32: *9087 connect() to unix:/var/run/php/php7.0-fpm.sock failed (11: Resource temporarily unavailable) while connecting to upstream, client:
server: precinctapi.witfoo, request: “GET /api/verify HTTP/1.1", upstream: "fastcgi://unix:/var/run/php/php7.e-fpm.sock:™, host: “precinctapi.witfoo:8080"

2019/16/18 20:58:35 [error] 32#32: *9089 connect() to unix:/var/run/php/php7.0-fpm.sock failed (11: Resource temporarily unavailable) while connecting to upstream, client: 172.31.
server: precinctapi.witfoo, request: "POST /api/artifacts bulk HTTP/1.1", upstream: "fastcgi://unix:/var/run/php/php7.e-fpm.sock:™, host: "precinctapi.witfoo:8686"

2019/16/18 20:58:36 [error] 32#32: *90891 connect() to unix:/var/run/php/php7.0-fpm.sock failed (11: Resource temporarily unavailable) while connecting to upstream,
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Cycle Metrics
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Automate Metric Analysis
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Metric Driven Philosophies -+ PP

* Maximize Metrics Dee
e Sustainable, Enduring Development :::
e Write Unit/System tests from learned lessons Y
e Reduce Risk in Experiments (Fail faster and safer) : :
* Validate assertions quickly (More Experiments) o0
* Precision in Decision Making :
 Skip writing unnecessary tests .

e Adjust platform on data results

e ® ®@® ° Reduce customer effort (& exhaustion)
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