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IT Evolved from
Manufacturing

Harvest Raw Materials

Assemble New Units
Ship & Store Units

Linear Workflows

* Transactional/Unit Based



SECOPS is not IT

Stop criminal activity

* Prevention
* Detection

* Response

* Remediation

Non-linear workflows

Based on Law Enforcement




I'T Outcomes in SECOPS

N O -

Blacklist / Block Reimage / Restore Reset / Lock

[ No Impact to Criminal Activity }




I Legal Outcomes in SECOPS

Incarceration Financial Recovery RICO Arrests

[ Increases Criminal Deterrence over Time }




Optimized Cyber Community

Insurers

Law Defense Maximum
SECOPS Enforcement political Deterrence
Sanctions

Economic
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Power of
Deterrence

“...the certainty of being
caught is a vastly more
powerful deterrent than the
punishment.”

- “Five Things

About Deterrence” — DOJ
2016




Safe Communities Communication

Police to
Citizens

Citizens
to
Citizens

Citizens
to Police



Short-term Benefits of Coordination

Recovery Attribution Root Cause

[ Reduce Future Risk & Near-Term Recovery }




Recovery

* Insurers coordinate with Law Enforcement
* Law Enforcement Recovery Success is High

THE IC3 RECOVERY ASSET TEAM (RAT)

The Internet Crime Complaint Center’s Recovery Asset Team (RAT) was established in February 2018 to
streamline communication with financial institutions and assist FBI field offices with the freezing of funds
for victims who made transfers to domestic accounts under fraudulent pretenses.

RAT Process®
Victim sends | Automated triage
complaint Ing, n through FBI Internet
tolc3 Copym Crime Database

Assigned to
FBI Field Office
for action

* If criteria are met, transaction details are forwarded to the identified point of contact at the recipient ﬁ

bank to notify of fraudulent activity and request freezing of the account. Once response is received  Financial Institution
from the recipient bank, RAT contacts the appropriate F8l field office(s).

The RAT functions as a liaison between law enforcement and financial institutions supporting statistical and
investigative analysis.

RAT SUCCESSES:*

Success to Date

73% Success Rate
2,838 Incidents
$590.62 Million Losses
$433.30 Million Frozen

= Remaining Losses  ® Frozen Funds

* 2022 FBI Internet Crime Report




Attribution

 Human Intelligence (HUMINT) is required for legal attribution
* Legal attribution is required for civil litigation

e Civil Litigation leads to expanded recovery of damages
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Root Cause

Physical, financial & third-party evidence




Medium-term Benefits of Coordination

Reduced Costs Improved Insurance Quality Threat Intel

[ Reduce Costs & Improve Protection 1




Barriers for Law
Enforcement

Missing Evidence

Disorganized Data

Poor Non-repudiation

Insufficient Loss/Damages




Barriers for
Private SECOPS

Over-disclosure risks (legal &
brand)

Law Enforcement over-reach
Understaffed

Lack of expertise




Barriers to SECOPS Craft

Multi-Petabyte Data

Narrow-focus Tools/Controls

Poor Collaboration Options

Data Linguistics Complexity




WitFoo Research Principles

Predestination of Non-repudiation Low Cost for Big- Data
DE P Data Comprehension

Sharing Levels Sharing
akin to Physical Grid/Mesh across
Security community

Object Oriented
Organization




Predestination
of Data

The entire lifespan of a datum must be established at its birth. Comprehension
of syntax, source and intent must be extracted. Inference and potential impact
of the datum must be established. Nature of creation and transmission must
be preserved. All expected evolutions and iterations of the data need to be
established for processing. The death (TTL) of the datum must be established

at persistence.



Non-repudiation Approaches

e Block-chain  Azure Confidential Locker
 AWS Blockchain

* Signal Time Hashing

e Hash.WitFoo.com

* Object Time Hashing

* HyperLedger.org (Freemium)
e Corda (Apache 2.0)



https://azure.microsoft.com/en-us/products/azure-confidential-ledger/
https://aws.amazon.com/blockchain/
https://hash.witfoo.com/
https://www.hyperledger.org/
https://github.com/corda

Big-Data Total Cost of
Ownership

* “Resource Sensitive Coding” — I0PS,
RAM, Storage & Compute

* Avoid “Data Triage Licensing” —Vendor-
centric ingest/storage

* Labor Costs of Parsers, Engineering &
Logic

T TERNEY REKEED wtiton




I Data Comprehension
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e Sematic Framing (Grammar)
* Framing Validation
* lllogical Computer Formats

* Data Validation
* Data Context (Encyclopedia)
* Data Inference (Chatter)

* Low Compute Cost at High Rate




Consolidated Human Asst. Learning
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\ Centralized Research j




Object Oriented Organization Artifacts

* C(ClientlP:10.10.10.43

* ClientMAC: 00-DC-EF-23-15-12
*  Product: MS DHCP

. MessageType: DHCP Lease

* Intent: Asset Info

* C(ClientName: ClientA
/ ClientA

Connections

. ClientName: ClientA
. User: Userl

. File: FileZ
. Product: Crowdstrike Falcon
Sessions Presence *  MessageType: Malware Detected

* | Intent: Exploit Detection

J ClientIP: 10.10.10.43
Userl FileZ e  ServerName: ServerB

*  Product: Cisco Firepower
. . MessageType: C2 Detected

. Intent: C2 Detection
\ Exploit




Graph vs. Crime Theory

Exfiltration

*  Meaningful Graph Relationships
*  Modus Operandi of Attacker l

N‘)'EII'KEIEHI:II'IDI:I‘| acme-local

*  Combines, standardizes diverse data 390) ]| J—
*  Hierarchical JSON
*  SECOPS & LE Unit of Work

ftp_vi.exe

O
!

Compromised Related
Credentials Malware




High Compression (net & disk)

REST Powered Transmission

Power of JSON

Easy to Hash & Version

Hierarchical Structures

Incident JSON View ¥+ X

id: "53babed®-ed35-1led-8a89-853651253e65"
partition: "53babcf®-ed35-11ed-8a89-053651253e65"

nodes: Object {"52801al10-ed35-11ed-8a89-053651253e65":{"id":"52801a10-ed35-11ed-8aB9-053651253e65" , "partition”:"53b89al0-ed35-11ed-8a89-053651;
52801al0-ed35-11ed-8aB89-853651253e65: Object {"id":"52801al@-ed35-11ed-8a89-653651253e65™, "partition”:"53b89al0-ed35-11ed-8a89-853651253eb5'

i nw
- _ "o



[ ] [ ] [ )
Animation
° D3's data join, interpolators, and easings enable flexible animated transitions
between views while preserving object constancy.
S [ =
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Animated treemap Temporal force-directed graph ~ Connected scatterplot The wealth & health of nations ~ Scatterplot tour Bar chart race
. i w
* MIT License I
F T i
f ¥ ’I -
PY ! @ a . Q
a a Stacked-to-grouped bars transitions Smooth zooming Zoom to bounding box Orthographic to equirectangular  World tour

* Dozens of easy JSON to chart .

.

LA L
Vi S u a I i Zat i O n S Walmart's growth Hierarchical bar chart Zoomable treemap Zoomable circle packing Collapsible tree Zoomable icicle

Zoomable sunburst Sortable bar chart Icelandic population by age.

W

> : Interaction
D3's low-level approach allows for performant incremental updates during
interaction. And D3 supports popular interaction methods including dragging,

brushing, and zooming.

=




JSON Graph
Visualization -
Cytoscape.|s

* MIT License

* JSON Data

e Graph Relationship interaction
* Bioinformatic Research

\ :
% Cytoscape.js
Graph theory (network) library for visualisation and analysis
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REST Basics

GET

ey 0

PUT

DELETE

Client sends a request HTTP methods Server sends a response



joodpecker 220748 (' =' o =
(Open)
First Seen: 17 hours ago
Last Seen: 17 hours ago

d Rattlesnake 220748

First See

Last See
D ¢

o

First Sec

Last See

Object {"803c1370-8317-11ec-913a-8ff@e927614e™: 803c1370-8317-11ec-913a-81f0e927614e", "partition™:

Wi "
First See

Last See
Object {"803c1370-8317-1lec-913a-8ff@e927614e-803c1371-8317-11ec-913a-8ff0e927614e-connection-

Array[@] []

us Homet 220748
(Gpen)
First See
Last See

Echidna 220749
(Open)

jstic Deer 220749

[Antelope 220749 Object {"1 foreign_id":1@,"sourc WitFoo Library","version”:1,"name":"STIX/Taxii","vendor_name":"Taxii","logo":"stix ta

Object {"803c3a81-8317-1lec-913a-8ff@e927614e™: { artifact_id":"75cb31a2-8317-1lec-913a-3ff@e927614e", "artifact™: {"streamname"”
Object {"artifact id":"75cb31a2-8317-11ec-913a-8ff@e927614e”, "artifact”:{"streamname”: "
27614
workstation®234.acme. local™

First See
Last See

lary 31, 2022

V4

Package All Data — “Murderbook




JSON Sharable

Objects

Incident Collections

Job Execution

Reports




Anonymous Tips

e Automatically & Anonymously Submitted Across CyberGrid
* Corroboration types: Technology & Victims

146.88.240.4

Items Geography Data Retationships

¢ wirocaraioc 6 Technologies 822 Reports

SCORE DETECTION METHODS SUBMISSIONS

094 ASA Firewall, AWS VPC Security, Checkpoint FW, Meraki, Fortigate, PAN NGFW 822

BEHAVIORS

Exploiting Host




Law Enforcement Requests

Incidents

Extensive Catshark 233048
(

Greasy Opossum 233048
(Open)

Successful Flamingo 233048
(Open)

Glorious Snail 233049
(Open)

Foolish Donkey 233043
(Open)

Wonderful Vulture 233045
(Open)

@  build dema 634

Admin

<% Incident [

Modus Operandi
Data Theft

Organization
ViitFoo Demp

[
afiedD-a35-11

First Observed
19 hours ago

Last Observed
age

Request Subject

Incident Details Requested by Metro PD on - Extensive Cats!

048

Actor Details
Mietro PD is looking for evidence to ary
‘group engaged in criminal actvity

 connections Tavie () Connections Timetine

This is an atlempted Data Theftincident. It began at 6:40 PM on Sunday, May 7, 2023 and was last observed at 7:12
PM on Sunday, May 7, 2023 _ It has a suspicion score of 1.00 in a rang certainly of a false positive and Casebook Tasks
10 ey s cortainty it is real and nefarious malching the modus operandi of Data Theft

Incident Qualification

‘and comvict his criminal

Decline

M Evidence Req

Request Subject
Incident Details Requested by Metro PD on - Extensive Catshark

233048

Actor Details
Metro PD is looking for evidence to ammest and convict this criminal

group engaged in criminal activity.

Submit



I Incidents to Campaigns

Targeted Victim Organizations

s VDO DOD® - OOO D@0 DO

Actors / Criminals




Law Enforcement
Resources

e |Infragard
 FBI and Private Critical
Infrastructure

 Cyber Fraud Task Forces
e Secret Service on Financial Fraud

* |C3
* FBI Cybercrime Reporting

e CISA Critical Infrastructure Areas

9 Jamil Farshchi » 2nd

I Equifax CISO | UKG Board Member | FBI Advisor + Follow
22h+ ®

T A gift of 124 hours

| was walking out of NBC News’ studios in NYC and had one last meeting before |
could finally get home to ATL.

Just as | hop in the car, my phone starts blowing up.
£ It's CISA.

Equifax was about to get hit with a cyberattack by a prolific ransomware threat
actor. One that'd already left many other corporate victims in their wake.

It wasn't a general "heads-up.” The intelligence was exacting. The insights were
concretely actionable.

£2 Next it's the FBIL

Their Cleveland-based team that specializes on this threat actor briefed us on
every behavior we needed to know to cover our bases against these guys.

Our federal partners armed us with what we needed.

Now it was up to us to make good on the gift we'd received. And we did.


https://www.infragard.org/
https://www.secretservice.gov/investigation/cyber
https://www.ic3.gov/
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors

Transmitting to Law Enforcement

Manual or Automatic

|FEDERAL BUREAU OF INVESTIGATION HOME | FILE A COMPLAINT | CONSUMER ALERTS | INDUSTRY ALERTS | BE

@ Internet Crime Complaint Center (IC3)

Suspected Terrorism, Threat .
_ ot Law.WitFooCloud.com
Don’t see the crime you want to report

listed here?
Report Information Regarding

ssing or Exploited Children

https://IC3.gov
ps://1C3. “Powered by WitFoo”

Technology



“Powered by WitFoo” Resources

vmware mazon -
%eb sgrvi(c)esw [ w cyrvant ]
== Hyper_v a® Microsoft Azure .
. RIMSTORM  (0QO0S
o :‘, vbuntu Y Google Cloud arda]yst

~

L Sieo

PRECINCT
Certified User

A 4

Free Training on WitFoo Community

Free Educational Licensing

Free Licensing to US Law Enforcement

Free RaspberryPi4 (WitFooPi) licensing for training
www.WitFoo.com or Charles@WitFoo.com Y

Mo o o o o)



https://community.witfoo.com/
https://www.witfoo.com/education-council/
https://www.witfoo.com/law-enforcement-use/
https://www.witfoo.com/infosec-how-to/witfoopi-precinct-on-a-raspberry-pi-4/
http://www.witfoo.com/
mailto:Charles@WitFoo.com
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