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Project Scope Context



WitFoo Project Goals

[ 7 Unstable Conversations of SecOps ]

Investigators Understand Data

Supervisors Understand what Investigators need
Business Executives Understand what Security needs
Organizations hold Security Vendors Accountable

Organizations safely share threat information with each
other

Organizations and Law Enforcement collaborate
Law Enforcement has evidence to prosecute crimes
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WitFoo Precinct Business Constraints

 Turn-key usability (no professional services or maintenance)
 “Always up” Architecture

« Secure Platform

* Deploy Software on-prem, cloud, hosted or hybrid

* Infinite data ingest, processing and retention

« Simple (single SKU) pricing



Metric Learning

New Metric
System Test Observation

New Unit Automated
Test Alert



Metric Driven Philosophies

« Maximize Metrics

« Sustainable, Enduring Development

* Write Unit/System tests from learned lessons

* Reduce Risk in Experiments (Fail faster and safer)
 Validate assertions quickly (More Experiments)
 Precision in Decision Making

 Skip writing unnecessary tests

 Adjust platform on data results

» Reduce customer effort (& exhaustion)



DEVOPS Basics



WitFoo DEVOPS Components
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Unit Tests

bublic function testRegistexUser () {
Sdata = array|

= r == F .
email' = j immy C N
T =+ L i+,
i eme" = —theme',
£ 2! = N
- : r
I
Sresponse = S$this->call ("POST', 'register', Sdata);
Sthis->assertEquals | , Sresponse->status()):
Sresponse = S5this->call ("GET', 'api/ussrs'):
Sthis-»assertEqguals ( , Sresponse-»status|()):
fdata = Sresponse-:getData():

Sthis->assertEquals (., count|(fdata->users->active)):
Suser = Sdata->users-zactive[(]:
Sthis-»assertEquals (' Jimmy M
Sthis-»assertEquals ('jir =
Sthis-rassertEquals('Local’, $user->auth type):
Sthis-»assertEqguals ( < 1 ,Suser—}display_themej;
Sthis-»assertEguals ( r Fuser->function_role);

, Suser->name) ;
, Suser-remail) ;

Sthis->assertEquals | ,3a5er—}data_role];
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‘@ root@ie: Svar/www/html/laravel




Code Coverage

Code Coverage

Lines Functions and Methods Classes and Traits
Total 42.73% 6267 1 14667 35.88% 48371346 19.41% 591304
1 Console 4352% 2721625 5321% 587109 T41% 4/54
0O Customs 9.09% 2/22 0.00% 0/1 0.00% 0/1
O Events 0.00% 0/16 0.00% 0/8 11.11% 119
0 Exceptions 10.20% 5749 0.00% 0/2 0.00% 0/1
0 Hitp 58.18% 78671351 59.32% 1751265 32.35% 22768
0 Interfaces 100.00% 0/0 100.00% 0/0 0/0
0O Jobs 0.00% 0/89 . . R
o Ly 1o 24302 34 public function getConnectionStatus(Request Frequest){
O Listeners 0.00% 0756 35
0 Models 7.18% 1471195 - . . . , . \ R , o
— o o 35 if($request[ "amp_api_ server'] == || $reguest]'amp api key'] == || $reg
0 Providers ST i 37 return $this-»>respond(array(
0 Repositories 51.19% 468079162 , .
0 Userphp 100 00% 0/ 38 success' =» false,
39 ‘error’ =» 'Missing the URL, key, or client ID'
40 ), 408);
R 1
42
43 $request['amp_api_server'] = Formatter::prependHttps($request[ "amp_api_serv
44 $connection_status = AMPApi::getConnectionStatus(filter_var($request[ amp_a
45 $status_code = $connection_status['success'] === true ? 288 : 486;

45 return $this->respond($connection_status, $status_code);




System Tests

¥ Run system checks ols
Systems Test - 31m 33s bl v sudo php system_tests/system_checks.php <1s
¥ Waiting for 20 minu + sudo php system_tests/system checks.php

Artifacts correctly createdPHP Fatal error: Uncaught Exception: Expected 9 or more Leads; Got @ in /var/1ib/jenkins/workspace/Precinct-Deckard_testing/system tests/system_checks.php:17
» sleep 1200 Stack trace:

0 {main}
» chmod +x system_te thrown in /var/lib/jenkins/workspace/Precinct-Deckard testing/system tests/system_checks.php on line 17
script returned exit code 255

» sudo /bin/bash syst
» Send Slack Message ols
» Purge the data

» sudo php system_tests/purge.php

» Send Syslog entries to Streamer

» sudo /bin/bash system_tests/syslogMake.sh
» Wait 5 minutes for incidents to process

¥ sleep 300

» Run system checks

» sudo php system_tests/system_checks.php




Static Application Security Testing

CxSAST Start End Files: </> Code Lines
04/10/19 15:08 04/10/19 16:46 1579 310700
Full Report
@ High 56
Client_DOM_XSS 50
Stored_XSS 6
¥ Medium 21
Heap_Inspection 16
Client_Privacy_Violation 2
Use_of_Cryptographically_Weak_PRNG 2
Privacy_Violation 1
L Low 96
Unsafe_Use_ Of Target blank 40
Unsafe_Use Of Target blank 40
Divide_By_Zero 9




Target and Filters
WitFoo Precinct 5.0
New, Active, Re-Opened
Qualys, Burp, Bugcrowd

Web Applications Vulnerabilities

Summary

Findings by Severity

Lewel 5

Level 4

Lewel 3 Lewel 2

Lewvel 1

Sensitive Contents

0

Vulnerability Scans / App Penetration

Information
Gathered

20

Informatior
Gathered




Automating DEVOPS



q
Jenkins

Start Setup Compile Unit Tests Docker Images Publish Release Systems Test Performance Test  Code Coverage AppSec Test End

pipeline {
agent any
stages |
stage ('"Compile') {
steps {
sh 'cp config files/laravel/var/www/html/laravel/.env ie/laravel/.env'
sh 'cp ie/laravel/env_appliance development.php ie/flaravel/env.php'
sh 'cp config files/laravel/etc/apache2/sites-enabled/000-default.conf
ie/000-default.conf’
sh 'cp config files/laravel/etc/apache2/sites-enabled/100-api.conf
ie/100-api.conf’
dir('ie/laravel') {
sh '"Susr/bin/composer update'
sh 'Susr/bin/composer install’
sh '/usr/bin/composer install --optimize-autoloader'
sh 'Susr/bin/composer dump-autoload -of

dir('ie/ngx") {
sh 'wyarn'
sh 'mg build —--prod'
sh 'cp ie/ngx/.ntaccess ie/ngx/dist/’

stage ("Unit Tests') {
when { not { branch 'perftesting'

witfoo




Docker Containers

FROM ubuntu:xenial
LABEL maintainer "dewvelopers@witfoo.com™

USEE root

ENV DEBIAN FRONTEND noninteractiwve

ENV INITRD Mo

ENV PATH=SPATH: /usr/share/elasticsearch/bin

ENV NE INSTALL KEY=e3cal(0TeaT77Scc3lS8fSlkbol29afo5f8572d470
ENV HR_IHSTALL_SILEHT=EIJE

REUN apt-get update && apt-get install -y %
crom %
curl
apache2 \ @ rooct@dev-charles: ~
likbapache? Bl
mysgl-clie
php-fpm \
php php-cli

witfoo




Custom(er) Builds

itFoo Precinct System Status

Build version Build-Deckard-jenkins-Precinct-Deckar

master — Fix replication 18 days ago

e cassandra-maintenance — Every third-day repair maintenance (node-by-node rat... 2 hours ago

— e benson-dev — fix provider errors, remove closures, etc 2 hours ago
temp-ui — fix provider errors, remove closures, etc 3 hours ago

caprica — fixed prod build 3 hours ago




Understanding Metrics



witfoo.metrics-2020.05.05.00",
"doc",
edL4NEBQUDHXYFHUSES ",

Russian Doll of Metric Components

Customer/Cluster Name Brerslon i s ren.ssarasiis,
. - - N:IGAGEABSTBG:J-':SS.MI",
"V t R S ——
Node Name e s taes 1,
Architecture Type (ESX, AWS, etc) k- e
CPU, MEM, IOPS, Network, Error ontent_lengtr
Container Name e T
CPU, MEM, IOPS, Network, Error % et
Application Name s :
GC, MEM, CPU Mg
Method/Function i e,
Cycle Time ifFoolsne —
Counters ; e
Human Interactions e ‘.-m’;of;ﬁz?;;?m:,
Error '- _real_memory": 3059.06540625
ingTimestamp®: [

stamp”:
9-85-05T00:45:13.6032"




Metric Creation Deep Dive



Commercial APM Collection

~

New
Relic.

@ .
@
EScala —
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Custom Metric Collection Pipeline

-
N

FScala— §2 kafka

beats /

elasticsearch

\‘-lslack




Process

* Write Metrics to Kafka

« Have a service read Kafka messages
 Buffer
« Compress
* Encrypt
 Ship to Cloud service
 Verify message
* Insert into database



Metrics and More Metrics

1688 1688 05797 5150 309,02

=
e from ‘ysiog o K ysiog Atiacss Fshed K
opic

194111 2005779 2102935 _

e oo Folled

25

0 172200
per10saconds

Stream Names Records
checkpoin: frewall 70702
aws. upe_flow log 43462
palo aito nenworks_ pan-cs a5.425
dsco_asa 153
apache access log 287,350
- 208452
fortgate 186,549
no_usefulinfo 76634

3256812

172600 172700 172200 172900 173000 173700 173200 173400 173400 173500 173600 1700 173D 70 74T
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Security Alerts

* 4XX, DXX errors

« Non-whitelisted application & system logs
 WAF logs

* EDR logs

« Undocumented data or interaction paths



Error Catching

T T U T
07:50 07:55 08:00 08:05 08110 0815 08:20

Time ~ recordingTimestamp

October 29th 2019, 08:45:47.276 October 29th 2019, 08:45:4

4,000

October 29th 2019, 08:44:52,961 October 29th 2019, 08:44:4

4.000

October 29th 2019, 08:43:53.442 October 29th 2019, 08:43:4

3.000

witfoo

T T T
08:25 08:30 08:35

organization

WitFoo as Custome
T

WitFoo as Custome
r

WitFoo as Custome
T

u T T T
08:40 07:50  07:55  08:00

traceclass

SQLSTATE[42000): Syntax error or access violation: 1064 You have an error in your 5Q
L syntax; check the manual that corresponds to your MySQL server version for the rig
ht syntax to use near 'contains(threat) and a.id >= ? and a.id <= ? LIMIT 10000’ at line 2
(SQL: select a.id, clientlP, serverIP, clientHostname, serverHostname, userName, fileN
ame from artifacts a

where streamName = "palo alto networks_pan-os" AND tag contain
s(threat) and a.id >= :last and a.id <= :max_id LIMIT 10000;)

SQLSTATE[42000]: Syntax error or access violation: 1064 You have an error in your 5Q
L syntax; check the manual that corresponds to your MySQL server version for the rig
ht syntax to use near 'contains(threat) and a.id >= 7 and a.id <= ? LIMIT 10000" at line 2
(SQL: select a.id, clientIP, server|P, clientHostname, serverHostname, userName, fileN
ame from artifacts a

where streamName = "palo alto networks_pan-os" AND tag contain
s(threat) and a.id >= :last and a.id <= :max_id LIMIT 10000;)

SQLSTATE[42000]: Syntax error or access violation: 1064 You have an error in your 5Q
L syntax; check the manual that corresponds to your MySQL server version for the rig
ht syntax to use near 'contains(threat) and a.id >= ? and a.id <= ? LIMIT 10000’ at line 2
(SQL: select a.id, clientlP, serverIP, clientHostname, serverHostname, userName, fileN
ame from artifacts a
where

reamName = "palo alto networks_pan-os" AND tag contain

T
08:05

file

Avar/www/html/lara
vel/vendor/laravel/f
ramework/src/lllum
inate/Database/Co
nnection.php

Hvar/iwww/html/lara
vel/vendor/laravel/f
ramework/src/lllum
inate/Database/Co

nnection.php

Mvar/www/htmi/lara
velivendor/laravel/f
ramework/src/lllum
inate/Database/Co
nnection.php

u
08:20

T
08:25

T T
08:30 08:35 0840

trace

#0 /var/www/html/laravel/vendor/laravel/framework/src/
minate/Database/Connection.php(685): llluminate\Databs
\Connection->runQueryCallback('select a.id, cl...!, Array, O
ct(Closure))

#1 var/www/html/laravel/vendor/laravel/framework/src/!
minate/Database/Connection.php(349): llluminate\Databs
\Connection->run('select a.id, cl...", Array, Object(Closure))

#0 /var/wwwihtml/laravel/vendor/laravel/framework/src/
minate/Database/Connection.php(685): llluminate\Databz
\Connection->runQueryCallback('select a.id, cl...", Array, O
ct(Closure))

#1 var/www/html/| work/src/
minate/Database/Connection.php(349): llluminate\Datab:
\Connection->run('select a.id, cl...', Array, Object(Closure))

vel/vendor/laravel/fr

#0 /var/www/htmi/laravel/vendor/laravel/framework/src/
minate/Datab.
\Connection->runQueryCallback('select a.id, cl..., Array, O
ct(Closure))

#1 ivar/www/htmil/laravel/vendor/laravel/framework/src/
minate/Database/Connection.php(349): llluminate\Databs

»/Connection.php(685): llluminate\Databz




System Performance

> @ user 159.397%
system 42.36%
nice 0%
irq 0%
@ softirg 6.767%
\ iowait 32.367%
A e
\-'W\A‘_‘

05
07:50:00 08:00:00 08:10:00 08:20:00 08:30:00 08:40:00 07:50:00 08:00:00 08:10:00 08:20:00 08:30:00 08:40:00
per 30 seconds per 30 seconds

Me

23.283GB 100B/s
16.639GB reads 2.227B/s
18.626GB 1.989GB @ writes -5.198B/s
I -l VvV ———
1.404GB '

-100B/s

1397GB

9.313GB

-200B/s
4.657GB

o MR ... ctcccttenstne e ool
07:50:00 08:00:00 08:10:00 08:20:00 08:30:00 08:40:00 07:50:00 08:00:00 08:10:00 08:20:00 08:30:00 08:40:00
per 30 seconds per 30 seconds

ST
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Docker Container Performance

14,000,000,000 ~

12,000,000,000 —

10,000,000,000

8,000,000,000

6,000,000,000

4,000,000,000

2,000,000,000

T T T T T T T T T T T T T T T T T
08:05 08:10 08:15 08:20 08:25 08:30 08:35 08:40 08:45 07:50 07:55 08:00 08:05 08:10 08:15 08:20

T T T T T
08:25 08:30 08:35 08:40 08:45

witfoo



JVM Health

4,000

3,000 -|

2,000

1,000

T T T T T
08:41:00 08:43:00 08:4 08:47:00 08:49:00 08:51:00

T T T T T T
39:00 08:41:00 08:45:00 08:47:00 08:49:00 08:51:00

80,000

L ]
60,000
60,000
40,000
40,000

20,000
20,000

T T T T T T
08:39:00 08:41:00 08:43:00 08:45:00 08:47:00 08:49:00 08:51:00

T T T T T T
08:41:00 08:43:00 08:47:00 08:49:00 08:51:00
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Logging

Application is now live.

Nothing to migrate.

Sleeping 5s to allow all background processes to start.
==> /var/log/apache2/error.log <==
[Fri oct 18 18:41:40.803584 2019] [ssl:warn] [pid 27] AHO19€9: 172.31.38.7:443:0 server certificate does NOT include an ID which matches the server name
[Fri Oct 18 18:41:41.141566 2019] [ssl:warn] [pid 38] AHO19@9: 172.31.38.7:443:8 server certificate does NOT include an ID which matches the server name
[Fri oct 18 18:41:41.147414 2019] [mpm_prefork:notice] [pid 38] AH@@163: Apache/2.4.18 (Ubuntu) OpenssL/1.0.2g configured -- resuming normal operations

[Fri oct 18 18:41:41.147451 2019] [core:notice] [pid 38] AH@@©94: Command line: '/usr/sbin/apache2’

==> /var/log/nginx/error.log <==

2019/10/18 20:58:20 [error] 34#34: *9075 connect() to unix:/var/run/php/php7.e-fpm.sock failed (11: Resource temporarily unavailable) while connecting to upstream, client: 172.31.38.7,
server: precinctapi.witfoo, request: "POST /api/artifacts_bulk HTTP/1.1", upstream: “fastcgi://unix:/var/run/php/php7.6-fpm.sock:™, host: “precinctapi.witfoo:8e80"

2019/10/18 20:58:21 [error] 34#34: *9677 connect() to unix:/var/run/php/php7.6-fpm.sock failed (11: Resource temporarily unavailable) while connecting to upstream, client: .31.38.7,
server: precinctapi.witfoo, request: "POST /api/artifacts_bulk HTTP/1.1", upstream: “fastcgi://unix:/var/run/php/php7.0-fpm.sock:™, host: “precinctapi.witfoo:8080"

2019/10/18 20:58:21 [error] 34#34: *9679 connect() to unix:/var/run/php/php7.6-fpm.sock failed (11: Resource temporarily unavailable) while connecting to upstream, client: .31.38.7,
server: precinctapi.witfoo, request: "POST /api/artifacts_bulk HTTP/1.1", upstream: “fastcgi://unix:/var/run/php/php7.0-fpm.sock:™, host: “precinctapi.witfoo:8080"

2019/10/18 20:58:22 [error] 34#34: *9081 connect() to unix:/var/run/php/php7.0-fpm.sock failed (11: Resource temporarily unavailable) while connecting to upstream, .31.38.7,
server: precinctapi.witfoo, request: "POST /api/artifacts_bulk HTTP/1.1", upstream: "fastcgi://unix:/var/run/php/php7.e-fpm.sock:"™, host: "precinctapi.witfoo:8080"

2019/10/18 20:58:22 [error] 34#34: *9083 connect() to unix:/var/run/php/php7.8-fpm.sock failed (11: Resource temporarily unavailable) while connecting to upstream, client: .31.38.7,
server: precinctapi.witfoo, request: "POST /api/artifacts bulk HTTP/1.1", upstream: "fastcgi://unix:/var/run/php/php7.e-fpm.sock host: "precinctapi.witfoo:sese™

2019/10/18 20:58:23 [error] 34#34: *9085 connect() to unix:/var/run/php/php7.e-fpm.sock failed (11: Resource temporarily unavailable) while connecting to upstream, client: .31.38.7,

server: precinctapi.witfoo, request: "POST /api/artifacts bulk HTTP/1.1", upstream: "fastcgi://unix:/var/run/php/php7.6-fpm.sock:", host: "precinctapi.witfoo:8080

2019/10/18 20:58:27 [error] 32#32: *9087 connect() to unix:/var/run/php/php7.@-fpm.sock failed (11: Resource temporarily unavailable) while connecting to upstream, .31.38.7,
server: precinctapi.witfoo, request: "GET /api/verify HTTP/1.1", upstream: "fastcgi://unix:/var/run/php/php7.6-fpm.sock:", host: “precinctapi.witfoo:8080"

2019/10/18 20:58:35 [error] 32#32: *9089 connect() to unix:/var/run/php/php7.e-fpm.sock failed (11: Resource temporarily unavailable) while connecting to upstream, client: .31.38.7,
server: precinctapi.witfoo, request: "POST fapi/artifacts bulk HTTP/1.1", upstream: “fastcgi://unix:/var/run/php/php7.0—fpm.sock:", host: "precinctapi.witfoo:8080"

2019/10/18 20:58:36 [error] 32#32: *9091 connect() to unix:/var/run/php/php7.e-fpm.sock failed (11: Resource temporarily unavailable) while connecting to upstream, client: .31.38.7,

witfoo



Cycle Metrics
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User Interaction

T T T T T T T 1 T T T
05:30 06:00 06:30 07:00 07:30 08:00 08:30 05:30 06:00 06:30

Hosts 30

organization.keyword: WitFoo as
Descending Customer

@timestamp per 5 minutes 05:40

T T T T T T T 1 T T T T T
05:30 06:00 06:30 07:00 07:30 08:00 08:30 05:30 06:00 06:30 07:00 07:30

witfoo



Automate Metric Analysis

yIt: WitFoo Library Ar 5200 P
v j ! has not processed syslog in the last 60 minutes, Visit

https: Ametncs.witfoo.com/app/kibana® /dashboard/dded 7dbO- /88 /-

.t

1¢8-bOYt-

1106ce7b40ae for more detalls.,

WitFoo as Customer Precinct deployment has generated 30 Laravel errors over the
last 30 minutes. Visit https:/metrics.witfoo.com/app/kibana#® /dashboard/37fb4670-

»

¢376-11e7-907¢-607caleeebb? for more details

WitFoo as Customer Precinct deployment has generated 30 Laravel log exceptions

over the fast 30 minutes. Visit

https:. /metrcs. witfoo.com/app/kibana®/dashboard/37104670-¢376-11¢7-Yd /e

6cd7calceehbb? for more details,




Metric Learning

New Metric
System Test Observation

New Unit Automated
Test Alert



Metric Driven Philosophies

« Maximize Metrics

« Sustainable, Enduring Development

* Write Unit/System tests from learned lessons

* Reduce Risk in Experiments (Fail faster and safer)
 Validate assertions quickly (More Experiments)
 Precision in Decision Making

 Skip writing unnecessary tests

 Adjust platform on data results

» Reduce customer effort (& exhaustion)
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